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Ch llChalleChalle
I Fi ld d t C t• In‐Field updates • Component
• Increasing share of invention (only) in software • Aging effec
• Exploding configuration space • Addition/Rp g g p

C l h i i• Complex changing ti
• Timing properties spTiming properties sp

A h O li PApproach – Online PerApproach  Online Perpp
Contracts for Specification and GuaranteeContracts for Specification and Guarantee

• A distributed System is extended by a• A distributed System  is extended by a 
sophisticated distributed RTE with formal

application 1 application n
sophisticated distributed RTE with formal 
performance analysis capabilitiespp pp performance analysis capabilities

Software Contracting:

request assert • Applications specify their own timingrequest assert contract Applications specify their own timing 
behavior and request resources andbehavior and request resources and 
timing guarantees from the RTE (provide a

t ti i t f

timing guarantees from the RTE (provide a 
model)contracting interface model)

• The RTE analyzes feasibility of the 

RTE requesting application and asserts that  all RTE q g pp
constraints are met

contracting interface • Model requirements and assertions formcontracting interface • Model, requirements and assertions form 
a contracta contract

request assert contract Platform Contracting:

• The RTE specifies a set of configurationThe RTE specifies  a set of configuration 
parameters of a CPUparameters of a CPU

Th CPU t t i• The CPU guarantees a certain 
f f fCPUCPU performance level for the given set of 

CPU parametersCPU
• Specification and assertions form aSpecification and assertions form a 

contractcontract

System ArSystem ArSystem Ar
Contracting Procedure:Contracting Procedure:

• An Update Controller, which may reside at an arbitrary position in 
the System, distributes the application model to all CPUs that are y , pp
affected by the request

C t t i t f

affected by the request

• Model Management evaluates feasibility of the request based on its
Up

Contract interface• Model Management evaluates feasibility of the request  based on its 
d l d i ti t t Concontract

model and existing contracts

• In case of acceptance the contract is closed and stored in the 
modelContract Repository

d l

p y

• The Update Manager distributes the program code to the Model 
Management

• The Update Manager distributes the program code to the 
corresponding CPUs Managementcorresponding CPUs

C
• Task Management schedules the code for execution based on  their 

Con
Repo

contractcontracts in  the repository
Repo

Model domain

Contract interface Model domain:Update
C t ll

Contract interface Model domain:
Controllercontract

Contract Negotiation:
model

Contract Negotiation:

P l H dl f i imodel • Protocol Handler for communication 
Model  Contract  with Update Controller

Optimization model Negotiation • Inserts model into Analysis 
metrics

se ts ode to a ys s
component and evaluates results

contract
d l

metrics
metrics

component and evaluates results

Model Anal sismodel Model Analysis:

C t t
Model  • Performs model based distributed 

Contract 
Repository

Analysis performance analysisRepository

d l d

p y

Model Optimization:Model domain Model Optimization:

M difi d l b d• Modifies system model based on 
analysis metrics to optimize 
configurations

• Multi‐objective otimizationMulti objective otimization
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engesengesg
D i C l itt/S t V i bilit • Design Complexityt/System Variability
• More functionalitycts
• Diverse system variantsemoval of System components y
• Third‐party integration

y p
p y g

• Increasingly networked systemsIncreasingly networked systems

i i b h iiming behaviour
pecific to individual systemspecific to individual systems

f C t tirformance Contractingrformance Contractingg
Di t ib t d lf i i RTEDistributed self‐organizing RTE

Distributed RTE:

• Local RTEs self‐organize toLocal RTEs self organize to 
form Distributed RTEform Distributed RTE

L l RTE d• Local RTEs are composed
of Observer, Controller, 
Analysis and Optimization 
componentsp

• Locally gather data andLocally gather data and 
adjust settings S lf O i tiadjust settings Self‐Organization

G th D t &Gather Data &
Adjust SettingsAdjust Settings

Observer: Analysis:Obse e

• Supervises adherence of CPUs

a ys s

• Evaluates system• Supervises adherence of CPUs 
and applications to their

• Evaluates system
feasibilit based on platand applications to their 

i
feasibility based on plat‐
f d li i d lrespective contracts form and application models

• Reports violations to Controller  • Rejects requests if system might p
component

j q y g
become infeasibleco po e beco e eas b e

Controller: Optimization:

• Sets execution and configu‐ • Alters system models to make a configurationSets execution and configu
ration parameters (e g

Alters system models to make a configuration 
feasible/optimize its performance (e g w r tration parameters  (e.g. 

priorities processor speed)
feasible/optimize its performance (e.g. w.r.t.  
timing robustness)priorities, processor speed) timing, robustness)

• Reacts on contract violations  • Employs Analysis component for evaluation of  
to isolate misbehavior from  modified configuration
the systemy

chitecturechitecturechitecture
Separation of domains:Separation of domains:

• System architecture is separated into two domains:
Application code &  Model domain & Execution domain
model

• Model domain performs worst‐case performance analysis based on• Model domain performs worst‐case performance analysis based on 
formal methods to ensure system feasibility at all times

pdate
formal methods to ensure system feasibility at all times

troller
code

• Execution domain enforces parameter settings based on contract 
code

information and detects deviation from specified behavior

Advantages:Advantages:

D li f l i d ti → l i h i i lTask 
Management

• Decoupling of analysis and execution → analysis has minimal 
i fl li i iManagement influence on application execution

• System  optimization and analysis can be performed during processor 
ntract 
ository

contract
y p y p g p
idle timesository

Execution domain
idle times

dE ti d i Update
Controller

Execution domain:
Controller

Contract EnforcementContract Enforcement:
code• Sets execution parameters according 

Taskto contracts in the Contract Repository Task
Task
Task

p y

• In case of contract violations alters Task
Task• In case  of contract violations alters 

system configuration to isolate
contract configurationContract

system configuration to isolate 
misbehavior and protect remaining contract configuration

Enforcementmisbehavior and protect remaining 
li i

execution
applications

Contract 
R it

violation
execution 
metrics• if applicable alters contract 

Repository
pp

information for new analysis
Contractcontract

y

Contract Supervision: SupervisionContract Supervision:

Execution domain• detects anomalous application  Execution domain
behaviour

• monitors hardware performancemonitors hardware performance
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S t M d liSystem ModeliSystem Modeliy
Platform Applications

•
pp

uCPPC uCPPC

•T0 S4S2 T1 T3 •

•
CAN

•
ARMDSP

T8S3 S1T6 T4
ARMDSP

Di t ib t d P fDistributed PerfoDistributed Perfo
• Performance Model well known from

AE 1 AE 2
• Performance Model well known from 

Compositional Performance AnalysisCompositional Performance Analysis

T
• Resources can be analyzed independently

T2 T1 S2T3 • Distribute Resources and tasks mapped on themDistribute Resources and tasks mapped on them 
over distributed Performance Analysis Engines

T5 T6 S3
over distributed Performance Analysis Engines

E h E i l it t k t f thT5 6 3 • Each Engine analyses its own task set, one of the 
k h l f h bT4 Engines takes over the analysis of the bus 

S1T8T • Communication via Event StreamsS1T8T7

• Tunneled from model to model
S4T0T9

• Tunneled from model to model

d l h l b
S4T0T9 • Event Model exchange only necessary between 

communicating processors, thus communication 
AE 3 infrastructure must existAE 3

• Scales and Evolves seamlessly with the system• Scales and Evolves seamlessly with the system

L l A l i St t ( i ht) t b d i d l• Local Analysis Strategy (right) cannot be used environment model 
• Distributed strategy: gy

• Monitor event stream changes at input ports of input event model• Monitor event stream changes at input ports of 
tasks

input event model
tasks

• Analyze each Resource as soon as new data is  scheduling analysis
available (WCRT)

• Does not require central coordinationDoes not require central coordination

• Termination (Convergence) Detection required output event model• Termination (Convergence) Detection required output event model

• Approaches from Distributed Computing exist

• "Quiescence Detection" until fixed point orQuiescence Detection until fixed point or 
constraint violationconstraint violation 

DemonstratDemonstratDemonstrat
Demonstrator mechanical setup:Demonstrator mechanical setup:
• Green track is mounted moveable at both ends to the 

surrounding frame IR illuminationg

• Both ends can be moved independently by separate• Both ends can be moved independently by separate 
stepper motorsstepper motors

• A ball is positioned on the rail and is to be kept at the 
center at all times

• The slope of the rail is measured by an incremental angle• The slope of the rail is measured  by an incremental angle 
sensorsensor

f Track with photosenso• The position of the ball on the rail is detected by an array  Track with photosenso

of IR‐photosensors

Demonstrator software and usage:
Di t ib t d RTE ith li f l i t t

g
• Distributed RTE with online performance analysis protects 

l l la timing critical control loop

• One end of the green rail is moved by a user‐defined g y
disturbance Stepper motordisturbance

• Second end of the green rail is positioned by a control loop
Stepper motor

• Second end of the green rail is positioned by a control loop

• Depending  on the frequency of the control loop it is 
capable to compensate the disturbance up to a specific 
frequencyq y

Analysis Core 1 Analysis Core 2y
• Disturbance application (D1)pp ( 1)

controllercontroller

• Control application (C C
CSensorCCommCCtrl

• Control application (CSensor, C
di t ib t d d i t

D

SensorCommCtrl. distributed and communicat
D1 • Third application (T1, T2, T3) 

Left Controller Right ControllerCAN Bus

pp ( 1, 2, 3)
timing constraints are metLeft Controller Right ControllerCAN‐Bus g
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i i S TA/Sing in SymTA/Sing in SymTA/Sg y /
Pl tf C t d l d

Resulting Model
Platform Components are modeled as 

g
Resources

T2 T1 S2T3• Represented by Boxes in the image 3p y g

Applications are modeled as task graphs
T T S

Applications are modeled as task graphs

k G h d b T5 T6 S3Task Graphs are mapped onto resources by 

T4
assigning tasks to resources

STT

T4
If two tasks communicate over a shared S1T8T7
If two tasks communicate over a shared 
medium (Bus) a task for the bus

STT

medium (Bus),  a task for the bus 
representing the communication process S4T0T9representing the communication process 
needs to be insertedneeds to be inserted

A l iormance Analysisormance Analysisy
M j h ll P f A l i i B d d C id ti ti N 0• Major challenge: Performance Analysis in Bounded  Consider activation N=0

Time

• Bulk of computation time spent in local analysis  Busy‐Window = inital value (N)p p y
runs (WCRT Analysis)

Busy‐Window = inital value (N)
runs (WCRT Analysis)

• Common Approach: Busy Window Algorithms• Common Approach: Busy Window Algorithms
b d• Static Priority schemes Compute busy window

• Round RobinRound Robin

• Formulated as fixed point problem: Find smallest
More preemptions

yes
Inner 

• Formulated as fixed point problem: Find smallest 
l ti t

By higher prio tasks?yesIteration
solution to

More activations N+=1Outer
within busy window?yesIteration y

• Solution found using iterative approach (right)Solution found using iterative approach (right)
• Runtime unbounded in Theory (NP Hard)• Runtime unbounded in Theory (NP Hard)

• Safe bound for run time

• Limit number of inner iterationsLimit number of inner iterations

• Discard systems not analyzable in time as• Discard systems not analyzable in  time as 
i f iblinfeasible

• Produces false negatives

• Number of false negatives mainly dependentNumber of false negatives mainly dependent 
on number of admissible iterationson number of admissible iterations

S d i di Mi i i i l• Secondary indicator: Minimum inter arrival 
time between events

• For sufficiently large number of iterations,For sufficiently large number of iterations, 
bounded Algorithm is not inferior to normalbounded Algorithm is not inferior to normal 
oneone

tor Use Casetor Use Casetor Use Case
Obj i f dObjectives of demonstrator:
First approach:First approach:

d h l h d l• Depending on the system utilization a third application can cause 
failure of the control loop by violation of timing constraints. This 
becomes visible as the ball cannot be kept at the center positionp p

• This violation can be avoided by the RTE using the performance• This violation can be avoided by the RTE using the performance 
analysis to decide if the third application should be rejected toanalysis to decide if the third application should be rejected to 
guarantee correct function of the control loopguarantee correct function of the control loop

ors
Second approach:

ors
Second approach:

• The period of the control loop can be shortened to enhance the• The period of the control loop can be shortened to enhance the 
i f th t b t d b th t l lmaximum frequency that can be compensated by the control loop

• Depending on the period of the control loop and thus system 
Angle sensor

p g p p y
utilization a third application can be accepted or is rejected

Angle sensor
pp p j

Third approach:Third approach:

• In case of rejection of the third application an optimizer tries to 
Stepper motor find a feasible configurationStepper motor g

Analysis Core 1 Analysis Core 2y
) resides on the right 

T1 T2 T3

) g
T1 T2 T3

C C ) is
CSensorCCommCCtrl

CComm, CCtrl)  is 
t CAN B

D

SensorCommCtrl.tes over a CAN‐Bus
D1can only be accepted if 

Left Controller Right ControllerCAN Bus

y p

Left Controller Right ControllerCAN‐Bus

supported by DFG SPP 1183 Organic Computingsupported by DFG SPP 1183 Organic Computing


